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Fraud on the Rise 
In the banking industry, fraudulent activity is a daily threat to us and our customers. And unfortunately, 
there are few safeguards in place to protect consumers and businesses from all types of fraud. Two such 
types on the rise are wire transfer and peer-to-peer payment fraud. 
 
Wire Fraud 
Wire fraud is prevalent with real estate transactions. Scammers contact those involved in vendor payments 
or real estate transactions through seemingly authentic texts, phone calls or emails that change wire 
transfer details. So instead of transferring money into the account originally provided by the mortgage 
company, real estate agent or title company, you unknowingly transfer it into a scammer’s account. Once a 
wire transfer is initiated, it is very difficult to get the money back. 
 
To protect yourself, always verify instructions provided to you before you wire any funds. Be very 
suspicious of emails that change wire instructions. Call your contact directly to confirm the new instructions. 
Do not call the phone number provided in the email that changes instructions. 
 
Peer-to-Peer Fraud 
Peer-to-peer (P2P) payment services such as Venmo, Zelle, Paypal, Cash App, Apple Pay Cash, etc. are 
convenient ways to send and receive money. These payment services are becoming a popular target of 
scammers because once money is sent, it’s difficult to get it back.  
 
The more common scams involve texts from loved ones asking for money for an emergency or prize / 
sweepstakes announcements that request fees to collect.  
 
To protect yourself: 

• Double check the intended recipient’s information before you submit any payment to make sure 
you’re sending money to the right person. 

• If you get an unexpected request for money from someone you know, call them directly to make 
sure the request really is from them — and not a hacker who got access to their account.  

• Only use P2P services with people you know. 

• Set up online banking alerts with Main Bank to be notified when transactions post to your account. 
 
If you do get scammed, notify Main Bank immediately. While we may not be able to get back the money 
you lost, we can help protect your account from further fraudulent activity. 


